
S6 : 1_SS1IQD-DHDN fJ6ng Nai, ngay.llfihimg!] ndm 2023

UBND TiNH DONG NAI
TRUONG B~I HQC BONG NAI

CONG HOA xA HOI CHU NGHiA VI.¢T NAM
BQc l~p - T1}'do - Hanh phuc

QUYETDJNH

V/v Ban hanh Quy trinh Quan ly H~ th8ng Cong ngh~ Thong tin

HI~U TRUONG TRUONG D~I HQC DONG NAI

Can etc Quyit dinh s6 15721QD-TTg ngay 20 thong 8 nam 2010 cua Thu tuong
chfnh phu v~ viec thanh ldp TruongDai h9C D6ng Nai tren co sa nang cdp Truong
Cao ddng Supham Dong Nai;

Can cu Nghi quyet 1077INQ-HDT Ngay 30 thang 8 nam 2021 cua H9i d6ng
Truong Dai h9C Dong Nai v~ viec ban hanh Quy trinht6 chtcc va hoat dong cua
Truong Dc;tih9CD6ng Nai;

Can ctr Chiin lutrc Phat triin Truong Dai h9C Dong Nai giai doan din nam
2025 va tdm nhin din 2030;

Xet d~ nghi cua Ph6 Giam d6c, phu trach Trung tam Thong tin - Thu vien,

QUYETDJNH
Di~u 1. Ban hanh kern thea Quyet dinh nay Quy trinhtjuan ly H~ thong Cong

nghe Thong tin.

Di~u 2. Cac ong (ba) TruOng cac Phong, Trung tam, Khoa, Lanh d~o cac dan vi
tn,rc thuQc Truong f)~i h<;>cf)6ng Nai chiu trach nhi~m thi hanh Quy€t dinh nay.

Quy€t dinh nay c6 hi~u h,rck~ tir ngay cy.l.

NO'inh(t-wJe;
- Nlnr Diell 2;
- Website eua Tmong;
- LUll: VT, TT"-V.



Ml)C Ll)C

Trang
CHUON"G I. QUY DJNH CHUNG 1
DiSu 1. Muc dich 1
Dieu 2. Pham vi diSu chinh va d6i tuong ap dung 1
DiSu 3. Giai thich tir ngtr 1

CHUON"G II. NGUYEN TAc QUA.N LV HE: THONG CDHDN 3
DiSu 4. Quan ly nguon nhan luc CDOON 3

DiSu 5. H~ thong baa cao cua IT 3

DiSu 6. Quan Iy h~ thong CDHDN 4

DiSu 7. Dam baa an toan h~ thong CDOON 4

Dl'eAu 8. N 't':' A b' in tho t' di t' 5guyen ac ve ao quan ong In ien U .

DiSu 9. Nguyen t~c bao mat h~ thong thong tin 5
DiSu 10. Tuan thu ban quyen phan mem 6

CHUON"G III. TRA.CH NHI"¢M CVA cAc DON"VJ 7

DiSu 11. Don vi phu trach H~ Th6ng Co' So H~ T.1ng 7
DiSu 12. Don vi phu trach PhM trien irng dung 8

DiSu 13. Don vi phu trach Nhan sir 8

DiSu 14. Don vi phu trach Thi6t bi 8

CHUON"G IV. THVC m"¢N QUA.N LV H"¢ THONG CDHDN 8

DiSu 15. Tieu chuan CO' sa ha tang h~ thong CDOON tai DOON 8
DiSu 16. Quan ly thong tin truy cap h~ thong 11
DiSu 17. Quan Iy van hanh h~ thong l'rng dl)ng 12

DiSu 18. Sao Iuu va phl)Ch6i dfr li~u 13

DiSu 19. H6 trQ'nguai dung h~ th6ng CDOON 15

DiSu 20. Baa tri thi6t bi CDOON 15

DiSu 21. Quan Iy cac Sll c6 vS CDHDN 15

DiSu 22. Quan Iy phong may cbU 16

CHUON"G V. DIEU KHOA.N THI HANH 16
DiSu 23. Trach nhi~m thi hanh 16

DiSu 24. Th~m quySn sU'ad6i, b6 sung, thay th6, bUy b6 16

Danh fil)C Ph\1 Il)c, Bi~u m~u lien quan 18



QUYTRINH
'? , .- ~;::. """ '"

QUAN LY H~ THONG CONG NGH~ THONG TIN

CHUONG I. QUY DJNH CHUNG

Di~u 1. M\lc dich
Quy trinh quan Iy h~ thong Cong nghe thong tin nham dam bao chuin mire, d6ng

bQ, quan ly vdn hanh xuyen suot h~ thong Cong nghe thong tin tnrong Dai hoc Dong

Nai
Di~u 2. Pham vi di~u chinh va dBi tuung ap dung
1. Pham vi di~u chinh
Quy trinh nay quy dinh cac nguyen t~c va plnrong tlnrc thuc hien quan ly h~

thong Cong nghe thong tin d~ dam bao an toan, bao mat, phong ngira cac rui ro cho h~
thong Cong nghe thong tin, trach nhiem cua cac Dan vi c6 lien quan.

2. DBi tU'Q'ngap dung
Quy trinh nay ap dung cho cac HQi dong, cac Phong Ban, cac Khoa va cac Trung

Himthuoc tnrong Dai hoc D6ng Nai.
Di~u 3. Giiii thich tir ngfr

1. DHDN: Ia truong D.;tihoc D6ng Nai
2. TCHC & QT: Phong T6 chuc - Hanh chinh & Quan tri
3. Dan vi: la cac Dan vi th\l'c hi~n chuc nang chuyen mon thea quy dinh t.;tiquy

trinh nay.
4. Dan vi PTCSHT: la viet t~t cua Dan vi phv trach ca So' h.;t tftng. Dan vi

PTCSHT quan Iy va v~n hanh H~ th6ng ca So' h.;ttftng cong ngh~ thong tin DHDN la

Phong T6 chuc - Hanh chinh & Quan trio
5. Dan vi phv trach PhM tri~n ung dvng: 1aPhong T6 chuc - Hanh chinh & Quan

tri, phV trach phM tri~n cac ung dVng CDHDN cho nha truemg.
6. H~ th6ng cong ngh~ thong tin: 1amQt t~p hQ'Pc6 celu truc cac trang thi€t bi phftn

cung, phftn m~m, ca So' dfr 1i~uva h~ th6ng m.;tng phvc vv cho mQt hoi;ic nhi~u ho.;tt

dQngky thu~t, nghi~p Vl).

7. CDHDN: la viet t~t cua Cong ngh~ thong tin.
8. Tai san CDHDN: 1a cac trang thi€t bi, thong tin thuQc h~ th6ng CDHDN cua

Dan vi. Bao g6m:
al Tai san v~t 1y: 1acac thi€t bi CDHDN, phuang ti~n truy~n thong va cac thi€t bi

phvc vv cho ho.;ttdQng cua h~ th6ng CDHDN;
bl Tai san thong tin: 1a cac dfr 1i~u,tai li~u lien quan den h~ th6ng CDHDN. Tai

san thong tin duQ'cth~ hi~n b~ng van ban gielYhoi;icdfr 1i~udi~n tu;
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cl Tai san phan mem: bao gom cac chuang trinh irng dung, phan mem h~ thong,
co sa dtr lieu va cong cu phat trien,

9. Rui ro CDHDN: la kha nang xay ra ton that khi thuc hien cac hoat dong lien
quan den h~ thong CDHDN. Rui ro CDHDN lien quan d€n quan ly, su dung phan
cirng, phan mem, truyen thong, giao dien he thong, van hanh va con nguoi.

10. Quan ly rui ro CDHDN: la cac hoat dong phoi hop nham xac dinh va kiem scat
cac rui ro CDHDN c6 the xay ra.

11. Ben thir ba: la cac t6 chirc, ca nhan c6 chuyen man diroc DHDN thue hoac hop
tac voi nha tnrong nham cung c~p hang h6a, dich vu ky thuat cho h~ thong CDHDN.

12. H~ thong an ninh mang: la t.;iphop cac thie; bi tuemg lua; thiSt bi kiSm soat,
phat hi~n truy c.;ipbM hgp phap; phc1nm~m quan tr1, thea doi, ghi nh.;itkY tr(;lngthai an
ninh m(;lngva cac trang thiSt bi khac c6 chuc nang dam bao an toan hO(;ltdQng cua
m(;lng, t~t ca cung hO(;ltdQng d6ng bQ thea mQt chinh sach an ninh m(;lngnh~t quan
nh~m kiem soM ch~t che t~t ca cac hO(;ltdQng tren m(;lng.

13. Tuemg lua: la t.;ip hgp cac thanh phc1nho~c mQt h~ th6ng cac trang thiSt bi,
phc1nm~m duqc d~t gifra hai m(;lng,nh~m kiSm soM t~t ca cac kSt n6i til ben trong ra
ben ngoai m(;lngho~c nguqc l(;li.

14. Virus: la chuang trinh may Hnh c6 kha nang lay lan, gay ra hO(;ltdQng khong
binh thucmg cho thiSt bi s6 ho~c sao chep, sua d6i, x6a b6 thong tin luu tm trong thiSt

bi s6.
15. Phc1nm~m ung dl,mg ca ban: Ia cac phc1nm~m ph\lc V\l nhu cc1ucong vi~c nhu

Microsoft office (word, excel, Powerpoint), phc1nm~m di~t virus, phc1nm~m dQc file
pdf, phc1nm~m go tiSng vi~t, phc1nm~m giai nen ....

16. Phc1nm~m d~c thu: la cac phc1nm~m cc1ntrang bi ban quy~n ph\lc V\l nhu du
cong vi~c nhu phc1nm~m quan ly dao t(;lo/kS toan/nhan sg/kS hO(;lch/xuly d6 hQa, til

di~n...
17. Phc1n m~m dQc h(;li (ma dQc): la cac phc1n m~m c6 tinh nang gay h(;li nhu

malware, phc1nm~m do tham (spyware), phc1nm~m quang cao (adware) ho~c cac d(;lng

tuang W khac.
18. Email: lah~th6ngtraod6ithudi~ntuthongquam(;lngInternet.ph\lc V\l nhu

cc1utrao d6i cong vi~c trong nha trucmg va d6i tac ben ngoai.
19. Active Directory' (AD): la h~ th6ng quan ly tai khoan va thiSt l.;ipcac lu.;it l~

chung toan trucmg.
20. Video Conference: Ia h~ th6ng dung d~ kSt n6i hQi hQp truy~n hinh tl1Jc tuySn

thong qua m(;lngInternet ho~c kenh truy~n s6li~u nQi bQ.
21. Server File: la h~ th6ng may chu m(;lngdung d~ quan ly t.;ip trung dfr li~u lam

vi~c cua CBNV thuQc DHDN.
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22. Website: la h~ thong cac trang web cua tnrong, dung d~ cong b5 thong tin

tnrong va nrong tac voi nguoi dung ben ngoai,

23. Ph~n mern Quan 1y Dao tao: la h~ thong quan 1y cac hoat dong nghiep vu Quan

1yDao tao DHDN.

24. Ph~n mem K~ toan: la h~ thong quan ly cac hoat dong nghiep vu K~ toan

DHDN.

25. Ph~n mem Quan ly Tai san: la h~ thong quan Iy cac hoat dong nghiep vu Tai san

DHDN.
26. Ph~n mern Quan ly Nhan SlJ: la h~ thong quan 1ycac heat dong nghiep vu Nhan

SlJDHDN.
27. Phan mem Quan ly Thu vien: la h~ thong quan ly cac hoat dong nghiep vu Thu

vi~nDHDN.
28. EGov: la h~ th5ng h6 trQ'cac nghi~p vl;tvan thu, tin nh~n nQi bQ, thong bao cua

DHDN.
29. E-Office: hi h~ th5ng h6 trQ'cac nghi~p Vlfngoai cac h~ th5ng nghi~p vl;t(Quan

1ydao t~o, Thu vi~n, Tid san, Nhan S\I,K€ toan) cho CBNV va GV DHDN.
30. E-Ieaming: 1ah~ th5ng h6 trQ',cung c<1pcong clf hQc t~p/giang d~y tr\Ic tuy€n.
31. Server Backup: 1ah~ th5ng may chu m~ng dung d~ sao 1uu va phl;tc h6i du li~u

khi S\Ic5 xay ra. Tape Backup: 1ah~ th5ng 1uu tru du 1i~ubackup.
32. H~ th5ng giam sat (Monitor): la vi~c thu th~p cac thong tin tren cac thanh ph~n

cua h~ th5ng, phan tich cac thong tin, d<1uhi~u nh~m danh gia va dua ra cac canh bao

cho ngm'yiquan tri h~ th5ng.
33. Di~m y€u ky thu~t: 1avi tri trong h~ th5ng CDHDN d~ bi tbn thuang khi bi t<1n

cong hoc)cxam nh~p b<1thQ'Pphap.

CHUaNG II. NGUYEN TAc QUAN LY H~ THONG CDHDN

Di~u 4. QUaD ly DgUaDDhaD h,rc CDHDN
1. TCHC & QT phl;t trach thea hang dQc t<1tca cac v<1nd~ chuyen mon h~ th5ng

CDHDN t~i cac cO'sa, chi nhanh thuQc DHDN.
2. IT chiu trach nhi~m quan 1yh~ th5ng CDHDN thea SlJphan quy~n cua TCHC

& QT.
3. B<1tCll khoan ml;tc d~u tu nao lien quan d~n h~ th5ng CDHDN c~n phai duQ'c

TCHC & QT th~m dinh va phe duy~t.

Di~u 5. H~ thc3Dgbao cao cua IT
IT phai th\Ic hi~n vi~c ki~m tra bao cao h~ th5ng CDHDN thea dinh ky va quy

dinh sau:
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1. Bao cao hang ngay: thiet I~p che do kiem tra h~ thong CDHDN it nhat 15 phut
truce khi bat dfru gio lam viec chinh thirc cua m6i ngay lam viec, Giri bao cao cho
TCHC & QT thea bieu m~u CDHDN/QC-OliMOl.

2. Bao cao hang tudn: thirc hien viec bao cao sao hru h~ thong CDHDN cua tuan
lam viec it nhat truce khi ket thuc ngay lam viec cuoi cling cua tuan bao cao. Bao cao
cac cong tac tuan thea kS hoach va I~p kS hoach cho tufrn kS tiep, Giri bao cao cho
TCHC & QT thea bi€u m~u CDHDN/QC-OllM02.

3. Bao cao qu1': trong vong ba (3) ngay k€ tu ngay kSt thuc quy, phai hoan tfrt
viec ra scat danh gia lai tfrt ca cac hoat dong cua h~ thong CDHDN va d~ xufrt giai
phap va kS hO<;lchth1,1'chi~n cho qu1' tiSp theo. Gui bao cao cho TCHC & QT.

4. Bao cao sa kSt, t6ng kSt: th1,1'chi~n vi~c danh gia v~ cac m~it hO<;ltdong
CDHDN cua Dan vi minh ph\l trach, bao cao tr1,1'cti€p v~ TCHC & QT.

5. Bao cao d1,1'an: thgc hi~n cac bao cao cho Nguai dung dfru d1,1'an thea phfm
congo

Di~u 6. Quan ly h~ thBng CDHDN

1. H~ th6ng CDHDN t<;licac dan vi 1£1mot bo ph~n cua h~ th6ng CDHDN cua
nha truang va dUQ'ckSt n6i vai h~ th6ng CDHDN truang.

2. Vi~c quan 11'va v~n hanh h~ th6ng CDHDN t<;licac dan vi phai ap dl,mgchung
chinh sach CDHDN cua nha truang.

3. IT phai tuan thu cac chinh sach dffduQ'cthiSt I~p tren h~ th6ng CDHDN.
4. IT dUQ'cthao tac cac quy~n duQ'cthiSt I~p tren h~ th6ng CDHDN.
5. H~ th6ng dfr li~u va phfrn m~m (rng d\lng chinh t<;licac dan vi trong nha truang

phai t~p trung t<;liDatacenter DHDN va do TCHC & QT quan 11'va v~n hanh.

Di~u 7. Dam bao an toan h~ thBng CDHDN
1. Tfrt ca cac h~ th6ng CDHDN phai dUQ'cbao v~ b~ng m~t khfru va m~t khfru

phai duQ'c thay d6i dinh kY. H~ th6ng CDHDN duQ'c thiSt I~p thai gian kh6a t1,1'dong
khi khong thgc hi~n hO<;ltdong nao trong mot khoang thai gian C\l th€, vi~c dang nh~p
va dang xufrt phai duQ'cghi nh~t k1' l<;li.

2. Tfrt ca h~ th6ng CDHDN phai Iuon dUQ'cc~p nh~t cac ban va 16i (update) mai
nhfrt dffc6 sg ki€m tra.

3. Tren tfrt ca h~ th6ng CDHDN, cac dich V\l va phfrn m~m khong su d\lng phai
duQ'cga bo khoi h~ th6ng ho~c vo hi~u h6a.

4. IT dinh ky hang qu1' c~p nh~t va duy tri danh m\lC tfrt ca cac may tinh va phfrn
m~m di~n tu su d\lng tren h~ th6ng CDHDN.

5. Phfrn m~m di~t virus quan 11't~p trung duQ'Ctg dong c~p nh~t chfr kY virus mai

nhfrt phai dUQ'cstr d\lng.
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6. Tuong lira tren may tinh luon diroc cap nhat ban va l6i moi nhat phai diroc duy

tri d~c biet n~u sir dung truy c~p Internet khi CBNV him viec tai tnrong hay tai dia

diem ben ngoai tnrong.
7. H~ thong mang cua nha tnrong nen ducc thiet l~p nrong lua 2 lap cung nhu

cac h~ thong ngan chan xam nhap hoac t~n cong nhtr IDS, IPS ...

8. Cac cong truy cap mang noi bQ cua CDHDN diroc kiem soat bang cac phirong

phap nhu an ninh cong (port security) ... nham chong nguoi la ti~p can vao h~ thong

CDHDN.
9. Cac mang khong day (wireless) trong DHDN phai duoc kiem soat bang mat

khau. D6i voi mang khong day danh cho sinh vien/khach (Guest), thi phai ducc co l~p

voi mang nQibQ.
10. T~t ca h~ th6ng m<;tngtrong DHDN (k~ ca m<;tngkhong day) duQ'cphan lo<;ti

va duQ'c thi~t l~p mQt chuAn an ninh tuang ung tuy thea nhu d.u muc dQ an ninh cua

m6i lo<;ti.
11. Cac ung dVng thong tin sir dVng tren trinh duy~t cua Internet, ho~c cac vi~c

truy c~p tu xa nhu remote desktop, truy c~p tu ben ngoai twang ... phai duQ'c rna h6a

b~ng cac phuang phap nhu https, VPN ...
Di~u 8. Nguyen t~c v~ bao quan thong tin di~n tir
1. Thong tin do ca nhan chiu trach nhi~m luu trfr la thong tin ho~c do ca nhan t<;to

ra trong qua trinh lam vi~c, ho~c duQ'cgiao trach nhi~m luu trfr.
2. Thong tin do dan vi chiu trach nhi~rn luu trfr la d<;tngthong tin cO'sa dfr li~u,

bao g6m nhi~u dfr li~u clla nhi~u ca nhan thuQc mQtDan vi ho~c clla nhi~u Dan vi·
3. Ca nhan ho~c Dan vi c6 trach nhi~m luu trfr thea cay thu mvc ho~c quy u6c kY

hi~u, cac van ban c6 nhi~u phien ban ho~c thai gian ban hanh khac nhau thi ten thu

mvc phai kern ngay thang nam thl,Ichi~n.
4. Dan vi PTCSHT c6 trach nhi~m quan ly, luu trfr h~ th6ng m<;tng,rna ngu6n,

dam bao an toan cO'sa dfr li~u.
Di~u 9. Nguyen t~c bao m~t h~ thimg thong tin
1. D6i v6i thong tin th~ hi~n b~ng t~p tin m6i dan vi, ca nhan duQ'c cung c~p nai

luu trfr thong tin tren h~ th6ng may chll;
a/ Cac ca nhan, Dan vi khong duQ'c sao chep, phat tan dfr li~u thong tin ra ngoai

khong phai mvc dich phvc vv cong vi~c cua Dan vi, cong vi~c clla nha truang;
bl Cac ca nhan luu trfr t~p tin quan tr9ng (lien quan d~n bi rn~t, bi quy~t nha

truang, dfr li~u sinh vien, ...) phai cai d~t rn~t rna. M~t rna phai thong bao cho Truang
dan vi ngay sau khi cai d~t. Tru truang hQ'Pdfr li~u duQ'c c~p thAm quy~n t<;titruang
phan cong quan ly rieng va phai ban giao khi nghi vi~c, chuy~n cong tac;
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cl N~u dtr lieu nhay cam duoc hru trtr tren cac may tinh, phan mem tuong hra va
cac phan mem phat hien ngan chan xam nhap khac phai diroc sir dung.

2. D6i voi thong tin thS hien bang thu tin dien nr (email): Ca nhan c6 trach nhiern
quan 11'va bao mat thong tin thu dien tir cua minh (ten truy cap, m~t rna, noi dung thir
dien nr). N~u dS cac ca nhan, t6 clnrc khac su dung email gay thiet hai cho tnrong thi
phai b6i thuong thea mire dQvi pham.

31D6i voi thong tin thS hien bang co sa dfr lieu

al Thong tin duoc tao ra tir cac phan mem trng dung chuyen mon dang duoc ap
dung tai tnrong se duoc quan 11'qua cac h~ co sa dfr li~u;

bl Cac thong tin thS hi~n b~ng cO"sa dfr li~u phai duQ'c luu trfr t~p trung tren h~
th6ng may chu cua twang;

cl Khong ai duQ'c tv l' can thi~p van thong tin sO"sa dfr li~u khi khong duQ'cphep;
dl Tuy thea chuc danh, CBNV duQ'c c~p quy~n truy c~p v6i cac muc dQ khac

nhau van cac h~ th6ng cO"sa dfr 1i~u (xem toan bQ, mQt ph~n, chinh sua ...). Vi~c dp
quy~n truy c~p duQ'c th\Ic hi~n d\Ia van S\I phe duy~t cua c~p th§.m quy~n t?i twcmg
ho~c nguai duQ'c uy quy~n khi thi~t l~p h~ th6ng cO"sa dfr li~u ho~c trong qua trinh
th\Ic hi~n cong vi~c;

el CBNV chi dUQ'ctruy c~p van h~ th6ng cO"sa dfr li~u khi su d\lng may tinh do
truang c~p ho~c ch~p nh~n su d\lng t?i tr\! sa va cac dia di~m tr\Ic thuQc. Cac twang
hQ'Pkhac phai duQ'c S\I d6ng l' cua c~p th§.m quy~n t?i truang;

4. D6i v6i thong tin th~ hi~n qua hinh anh, video, audio, hQc li~u, nQi dung
thuang hi~u

al Thong tin duQ'c t?O tll' hinh anh, nQi dung, tu 1i~u... lien quan d~n twang duQ'c
quan 11'thea quy dinh;

bl Nhfrng thong tin th~ hi~n qua hinh anh se duQ'c luu trfr va quan 11'tren h~
th6ng may chU.

Di~u 10. Tuan tbil baD quy~n pb§n m~m
1. Tieu chu§.n cai d~t ph~n m~m ung d\lng

1.1 D6i v6i CBNV thong thuang (khong su d\!ng ph~n m~m chuyen nganh):
al H~ di~u hanh window c6 ban quy~n;
bl BQung d\lng van phong c6 ban quy~n (Microsoft office);
cl BQgo chfr ti~ng vi~t va font chfr mi~n phi;
dl Ph~n m~m quet virus c6 ban quy~n;
el Ph~n m~m he>trQ'dQcpdf ban mi~n phi;
fl Ph~n m~m h6 trQ'in file pdf ban mi~n phi (do pdf, foxit reader, ...);
gl Ph~n m~m nen va giai nen file ban mi~n phi;
hi Cac ph~n m~m he>trQ'dQc cac d?ng file ban mi~n phi;
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il Phftn mem h6 tro in lin thea thiet bi.
1.2 D6i voi CBNV cftn sir dung phan mem chuyen nganh:

a/ Ngoai cac phan mem quy dinh tai diem a khoan 1 DiSu nay, duoc cai dat them

cac phan mem chuyen nganh hE>tro nghiep vu;
bl Viec cai d~t phan mem h6 tro nghiep vu phai duoc clip tham quyen tai tnrong

phe duyet vS chi phi, mua ban quyen truce khi duoc cai d~t van may tinh su dung,
1.3 D6i voi CBNV cftn sir dung phan mem nghiep vu:

a/ Ngoai cac phan mem quy dinh tai diem a khoan 1 DiSu nay duoc cai d~t them
cac phan mSm khach (client) nham k~t n6i d~n may chu irng dung thea yeu cftu cua

img dung nghiep vu do;
bl D6i v6i cac ung d\lng chc;tytren trinh duy~t website se phai c6 S\fki~m tra vS

an ninh, chung th\fc tru6c khi cho phep k~t n6i d~n may chu ung d\lng.
2. Quy dinh vS ra soat va ki~m soat phftn mSm ban quySn

a/ H~ th6ng may tinh cua CBNV phai duQ'c k~t n6i v6i AD va ap d\lng cac

chinh sach va quySn hc;tncho tung ngmJi dung cu6i.
bl CBNV khong duQ'c t\f y dli d~t cac phftn mSm van trong may tinh ca nhan

cua minh. Khi c6 nhu cftu cai d~t phftn mSm khac v6i cac tieu chufrn dti d~t quy dinh
tc;tikhoan 1 DiSu nay, CBNV phai lam phi~u dS xulit n6i r5 nhu cftu va chi phi kern

thea va phai duQ'Cclip thfrm quySn tc;titruemg phe duy~t th\fc hi~n.
cl Tlit ca cac phftn mSm khong n~m trong cac tieu chufrn quy dinh tc;tikhoan 1

DiSu nay phai dUQ'csao luu du li~u (n~u c6) va ti~n hanh x6a b6 kh6i h~ th6ng

CDHDN.
dl Vi~c th\fc hi~n ra soat cac phftn mSm ung d\lng phai duQ'c th\fc hi~n m6i quy

1 lftn va gui k~t qua ra soat bao cao vS TCHC & QT.

CHUONG III. TRAcH NHIEM CVA cAc DON VI

Di~u 11. DO'n vi phI} tnich H~ ThBng CO'sO'H~ TAng
1. Dam bao H~ th6ng CDHDN duQ'c v~n hanh lien t\lC, tru nhung trucmg hQ'p

dung h~ th6ng d~ bao tri, sua chua, nang clip.
2. Huang dftn xay d\fng h~ th6ng co So'hc;ttftng dung tieu chufrn kg thu~t.
3. Dao tc;tOhuang dftn IT trong vi~c thao tac va su d\lng H~ th6ng CDHDN thea

dung cac quy chufrn d~ khai thac t6i da gia tri cua h~ th6ng.
4. Thi~t l~p co ch~ phan quySn, quan ly vi~c truy c~p h~ th6ng dam bao tinh bao

m~t, an toano
5. Xay d\fng cac bi~n phap h6 trQ'd~ duy tri tinh 6n dinh v~ h~ th6ng, an toan vS

du li~u trong su6t qua trinh hoc;ttdQng.
Di~u 12. Do'n vi phI} tnich Phat tri~n frng dI}ng
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1. Xay dung va phat trien he thong irng dung thea dung dinh huang chien hroc

CDHDN cua tnrong.

2. Dam bao tinh tien ich, hieu qua trong viec irng dung cong nghe thong tin tai cac

dan vi

3. Huang dfrn nguoi dung cuoi trong viec khai thac va sir dung hieu qua irng dung
4. Thi~t l~p co che phan quyen, quan ly tren h~ thong irng dung dam bao tinh bao

mat, an toano
Di~u 13. DO'n vi ph ...trach Nhan Sl}'

Khi tien hanh tuyen dung nhan S\I IT, Dan vi phu trach Nhan S\IDHDN la phong
TCHC & QT tien hanh phoi hop phong van tuyen dung, danh gia chat hrong nhan S\I
thea linh V\ICchuyen mon phu trach.

Di~u 14. DO'n vi ph...trach Thi~t hi
1. Bao quan tai san lien quan d~n CDHDN thea quy dinh.
2. Khi tien hanh mua sam cac tai san lien quan d~n H~ th6ng CDHDN, d.n thong

bao va ph6i hqp danh gia truac khi ti~n hanh mua sAm.
3. Ph6i hqp vai IT gui thong bao eho TCHC & QT k~t qua ki~m ke danh gia tai san

CDHDN thea k~ ho~ch ho~c truac khi th\Ic hi~n thanh ly tai san CDHDN.

CHUONG IV. THVC HI~N QUAN LY H~ THONG CDHDN

Di~u 15. Tieu chu~n CO'sir h~ tAng h~ th8ng CDHDN t~i DHDN
1. Tieu chu~n h~ tftng m~ng t~i DHDH phai th\fc hi~n thea quy dinh t~i Ph\ll\lc
2. Tieu chuftn h~ tftng h~ th6ng
2.1 Mo hinh h~ th6ng may chu va ky thu~t: DHDN phai th\Ic hi~n thea quy dinh t~i

Ph\l h:lC1.
2.2 Tieu chuftn thi~t bi cong ngh~ thong tin dung eho van phong:
a/ Trang bi may vi tinh xach tay (Laptop):

- Tinh chftt:
+ Cftp c6 dinh thea tinh chftt cong vi~c thuang xuyen cong tac ngoai, ho~c thea

Hnh chftt d6i ngo~i;
+ Cftp t~m thai c6 thai h~n thea tinh chftt cong vi~c khong thuang xuyen eong

tac ngoai ho~c cong tac dQt xuftt.
- Ky thu~t:
+ May vi Hnh xach tay phai duqc eai h~ di€u hanh window e6 ban quy€n di

kern thea may;
+May vi Hnh xaeh tay phai duqc bao tri dinh ky thea k~ ho~ch.

- D6i tuqng duqc trang bi:
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+ Cac nhan sir dam nhiem chirc danh quan I;' thea h~ thong chirc danh
cuaDHDN

+ C~p thea tinh ch~t dac thu cong viec phai co su phe quyet cua dp
tham quyen tai DHDN
- Tieu chuan:

+ May vi tinh xach tay co c~u hinh phuc vu cong viec d~c thu duoc dp phat
cho cac cong viec c~n t6c dl), kha nang xu I;' cao:

BI) xu 1;': trang bi vi xu I;' th~ h~ moi nhat nrong ling voi cong nghe hien co tai
tung thai diem;

BI) nho t6i thi~u: 4GB Ram;

Dung hrong cai d~t h~ di~u hanh: t6i thieu 100GB;

Dung hrong hru tnt: dap ling nhu c~u hru tru cong viec, t6i thi~u 500GB, trang
bi HDD;

Card db hoa: trang bi Card db hoa rei th~ he moi nhat tirong irng voi cong nghe
hien co tai tung thai diem, Chon Card db hoa co GPU cang cao thi t6c dl) xu I;' db hQa
dmg t61.

+ May vi tinh xach tay co du hinh ph\lc v\l cong vi~c van phong dUQ'cc~p phitt
cho cac cong vi~c c~n t6c dl), kha nang xu I;' binh thuang:

BI) xu 1;': trang bi vi xu I;' th~ h~ m6i nh~t tuang ung v6i cong ngh~ hi~n co t~i
tUng thai di~m;

BI) nh6 t6i thi~u: 4GB Ram;

Dung 1uQ'ngcai d~t h~ di~u hfmh: t6i thi~u 100GB;

Dung luQ'ng luu tru: dap ling nhu c~u luu tru cong vi~c, t6i thi~u 500GB.

+ Tieu chuan khac: duQ'c Sl)' phe duy~t cua c~p thfrm quy~n t~i DHDN va Sl)'

tham muu cua TCHC & QT.

b/Trang bi may vi tinh d~ ban (Desktop):

- Tinh ch~t:

+ C~p c6 dinh thea tinh ch~t cong vi~c van phong;

+ C~p t~m thai co thai h~n thu hbi thea tinh ch~t cong vi~c thea thai V\l ho~c
t~m thai.

- Kg thu~t:

+May vi tinh d~ ban tuy thea tinh ch~t cong vi~c se dUQ'ccai d~t cac ph~n m~m
phu hqp cong vi~c;

+ May vi tinh d~ ban do DHDN c~p phat se duQ'cbao tri dinh Icy thea quy trinh
bao tri, sua chua.

- D6i tuqng duQ'ctrang bi:

+ CBNV thea tinh ch~t cong vi~c van phong (tru nhung vi tri dff dp may vi
tinh xach tay);
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+ Cac tnrong hop khac: din cir VaGban mo ta cong viec, tinh chat cong viec
hien hanh, cong tac vi en, thuc tap ... va duoc SlJ phe duyet cua C.1p tham quyen tai
DHDN.

- Tieu chuan:

+ May vi tinh d~ ban co c.1uhinh phuc vu cong viec dac thu duoc c.1pphat cho
cac cong viec c~n t6c do, kha nang xu ly cao.

BQ xu ly: trang bi vi xu ly th~ h~ moi nhat tirong irng voi cong nghe hien co tai
tung thai diem;

BQ nho t6i thi~u: 8GB Ram;

Dung luong cai dat h~ dieu hanh: t6i thieu 100GB. yeu c~u SSD;

Dung hrong hru tnt: dap irng nhu c~u hru trir cong viec, t6i thi~u 500GB;

Card d6 hoa: trang bi Card d6 hoa roi th~ h~ moi nhat tuong irng voi cong ngh~
hi~n C? t~i tung thai di~m. ChQn Card d6 hQa co GPU cang cao thi t6c dQxu ly d6 hQa
cang tot.

+ May vi tinh d€ ban co c.1uhinh ph\lc V\l cong vi~c van phong duqc cfrp phM
cho cac cong vi~c c~n t6c dQ,kha nang xu ly binh thuang.

BQ xu ly: trang bi vi xu ly th~ h~ mai nh.1t tuO'ng ling vai cong ngh~ hi~n co t~i
tung thai di~m;

BQnha t6i thi~u: 4GB Ram;

Dung luqng cai d~t h~ di€u hanh: t6i thi~u 100GB, yeu c~u SSD;

Dung luqng luu trll': dap (rng nhu c~u luu trll' cong vi~c, t6i thi~u 500GB, trang
bi HDD.

+ Tieu chuAn khac: duqc SlJphe duy~t cua c.1p thAm quy€n t~i DHDH va SlJ
tham muu cua TCHC & QT.

bl Trang bi cac thi~t bi khac:
- May in mau: dap (rng kha nang in cac kich thuac kh6 gi.1yA3 - A4. mau chinh

xac, khong bi nhoe hay sai mau mlJc in.

- May in tr~ng den: dap (rng kha nang in 2 m~t, ch.1t luqng in s~ch se va ti~t
ki~m.

- 6 c(rng di dQng: dap (rng kha nang luu trll' trong cong vi~c, thi~t k~ gQn va
nh~. SUd\lng phai twin thu quy dinh bao m~t dll' li~u cua DHDN

- Cac thi~t bi khac: tuy thea tinh ch.1tcong vi~c.

- Nhll'ng truang hqp trang bi ngoai quy dinh hi~n hanh phai co y ki~n cua
TCHC & QT va duqc SlJphe duy~t cua c.1pthAm quy€n t~i DHDN.

- Vi~c chQn llJa thong s6 kg thu~t thi~t bi cong ngh~ thong tin phai duqc TCHC
& QT thlJc hi~n thea quy dinh hi~n hanh ho~c phu hqp vai tinh hinh phM tri~n cong
ngh~ thong tin cua DHDN.

- Vi~c mua s~m thi~t bi cong ngh~ thong tin phai twin thu quy dinh trang bi nay,
ngo~i tru nhfrng thi~t bi chua duqc mo ta trong quy dinh va duqc SlJxac nh~n phu hqp
n€n tang H~ th6ng CDHDN DHDN.
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f)i~u 16. Quan ly thong tin truy c~p h~thfing
1. Yeu c~u nghiep vu d6i voi kiem soat truy cap
a/ Quan ly truy cap d6i voi nguoi sir dung, nh6m nguoi sir dung, dam bao dap

irng yeu cau nghiep V1J va yeu c~u an toan, bao mat gom cac noi dung co ban sau:
b/ Dang ky, cflp phat, gia han va thu h6i quyen truy c~p cua nguoi sir dung;

c/ Gioi han va kiern soat cac truy c~p d~c quyen;
d/ Quan ly, d.p phat mat khau;
e/ Ra soat, kiem tra. xet duyet lai quyen truy cap cua ngiroi sir dung.

f/ Quan ly mat khAu phai dap irng cac yeu c~u sau:

g/ M~t khau phai c6 de>dai sau ky nr tro len;
hi Cac mat khAu m~c dinh cua nha san xu~t cai d~t s£n tren cac trang thi~t bi,

ph~n m~m, cO'sa du li~u phai duQ'cthay d6i ngay khi dua vao su dVng.
i/ Quan ly trach nhi~m nguai su dVng g6m: Su dVng m~t khAu dung quy dinh,

giu bi m~t m~t khAu, thoat kh6i h~ th6ng khi khong lam vi~c tren h~ th6ng ho~c t£;lm
thai khong lam vi~c tren h~ th6ng.

2. Quan ly truy c~p m£;lng
a/ Quan ly s(r dVng m£;lngva cac dich V1J m£;lng;cac thu tvc c~p phep, x6a b6
quy~n k~t n6i tren m£;lngva dich vv m£;lng;nhung cach th(rc, phuO'ng ti~n truy
c~p m£;lng,dich vv m£;lng.Bao g6m:
b/ Cac m£;lngva dich vv m£;lngduQ'cphep su d\mg;

c/ Cac di~u ki~n d~ duQ'ck~t n6i m£;lng.
d/ SU dVng cac bi~n phap thich hqp d~ xac thlJc nguai su dVng k~t n6i tu ben

ngoai vao m£;lngne>ibe>dam bao an toan, bao m~t.
e/ Ki~m soM truy c~p cac c6ng dung d~ c~u hinh va quan tri thi~t bi m£;lng.

f/ Chia tach h~ th6ng m£;lngthanh cac vung m£;lngkhac nhau thea d6i tUQ'ngsu
dVng,mvc dich su d\mg va h~ th6ng thong tin.

3. Ki~m soM truy c~p h~ di~u hanh
a/ Ki~m soM truy c~p h~ di~u hanh; quy dinh quan ly m~t khAu truy c~p h~ di~u

hanh an toan, bao m~t.
b/ M6i nguai su dvng h~ di~u hanh phai c6 mN dinh danh duy nh~t va duQ'cxac

thlJc, nh~n d£;lng,luu d~u v~t khi truy c~p h~ di~u hanh.
c/ Quy dinh gi6i h£;lnva ki~m soM ch~t che nhung ti~n ich h~ th6ng c6 kha nang

anh huang d~n h~ th6ng va chuang trinh (rng dVng khac.
d/ TlJ de>ngng~t phien lam vi~c sau mN thai gian khong su dVng, nh~m ngan

ch~n SlJtruy c~p trai phep.
e/ Quy dinh gi6i h£;lnthai gian k~t n6i v6i nhung (rng d\mg c6 de>rui ro cao.

f/ Ki~m soM truy c~p thong tin va (rng dVng

g/ Quan ly va phfin quy~n truy c~p thong tin va (rng dVng phu hQ'pv6i ch(rc
nang nhi~m V1J cua nguai su dVng:

hlPhfin quy~n truy c~p d~n tung thu mvc, ch(rc nang cua chuang trinh;
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il Phan quyen doc, ghi, x6a, thirc thi d6i voi thong tin, dfr lieu, chuang trinh.

j/ Cac h~ thong thong tin quan trong phai d~t trong moi tnrong mang may tinh
rieng. N~u cac h~ thong thong tin cung su dung nguon tai nguyen chung thi phai duoc
nguoi quan tri h~ thong chap nhan.

Di~u 17. Quan ly v~n hanh h~ thBng frng dung
1. Mo hinh irng dung

Ung dung ducc thiet k~ thea mo hinh phuc vu khach/ chu
(MVC.MVP,MVVM).

a/ Ung dung c6 th~ duoc cai d~t tren mot hoac nhieu may chu, my thea mo hinh
thuc t~ va rmrc dQyeu d.u cua phan mern,

bl Ung dung neu c6 co sa dtr lieu, thi nr nguoi dung khong diroc phep k~t n6i
tnrc tiep den co sa dtt lieu rna phai qua lop irng dung nguoi dung.

cl Quy hoach r5 rang cac rnoi tru<'mg hOC;ltdQng cho h~ th6ng Ung dVng: rnoi
truang phat tri~n rnoi truang ki~rn tra, rnoi tru<'mgv~n hanh.

dl Cac (:engdVng phai dUQ'cquy hOC;lChcai d~t tren cac rnoi tru<'mg khac nhau
thea cac ch(:ecnang va phC;lrnvi cua tung (:engdvng thea tung giai dOC;ln.

el Tai li~u va phi en ban (:engdVng, ph§.n rn€rn (:engdvng phai co tai li~u cM d~t,
cac phi en ban cling tinh nang cua rn6i phien ban.

fl Tai li~u v~n hanh phai r5 rang, chi ti~t d~ nguai v~n hanh c6 th~ hi~u r5 trong
qua trinh hOC;ltdQng, tranh xay ra sai s6t.

gl Tai li~u xu ly cac truang hQ'ph6 trQ'thuang g~p cho rn6i phien ban.

hi Sau khi lmg dVng hoan thanh tri~n khai phai duQ'c d6ng g6i va chuy~n len
rnoi tru<'mgv~n hanh d~ quan lY.M6i thay d6i, c~p nh~t rn6i khi dua len rnoi tru<'mg
v~n hanh se dUQ'cxern nhu rnQtphien ban cua (:engd\mg d6.

2. Tinh s~n sang va kha nang chiu l6i cua ung dVng

al Ph§.nm€m ung dVng phai dam bao tinh s~n sang cao, kha nang chiu l6i, nhitm
giam thi~u thai gian ngung phvc vv cua (:engdVng.

bl Phai xay d\Ing quy trinh v~n hanh cho tung ung dvng tranh sai x6t c6 th~ xay
ra lam anh huang d~n hOC;ltdQng cua (:engdVng.

3. Bao m~t

al Xay dl,l'ngcac co ch~ chung th\Ic nguai dung tren tung ung dVng.

b/Dfr li~u d~n nguai dung phai dam bao duQ'crna h6a tu lap co sa dfr li~u.
4. Bao tri (:engdVng

cl Cac (:engdVng khi c6 nhu du bao tri ho~c x(:ely l6i trong qua trinh v~n hanh,
c§.ntuan thu quy dinh v~n hanh (:engdvng.

dlNh~t ky bao tri, xu ly l6i phai dUQ'cc~p nh~t nh~t kY h~ th6ng.
5. Sao luu phvc h6i (:engdVng

a/ Ph§.n m€m (:engdVng phai duQ'c sao lUll thuang xuyen, va dinh ky phvc h6i
tren h~ th6ng gia l~p d~ ki~m tra tinh kha dvng cua dfr li~u sao luu.
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bl Dtr lieu sao hru bao gorn: co sa dtt lieu, du hinh img dung, h~ dieu hanh may
chu img dung,

cl Tham khao them quy dinh sao hru/phuc h6i dfr lieu,

6. Ki~m tra danh gia

Cac irng dung cfrn phai ki~m tra danh gia, xac nhan tnroc khi chuyen len moi
tnrong van hanh chinh thirc.

J)i~ll 18. Sao luu va phuc hBidfr Ii~ll
1. H~ thong may chu dfr lieu

al H~ thong may chu dtr lieu duoc truy c~p tai dia chi:

b/O rna mang chung DHDN (hru trfr dtr lieu chung cua DHDN):
WTen may chu\datacenter\DU LIEU CHUNG;

c/O rna mang chung Dan vi (hru tnt dfr lieu cua Dan vi):
WTen may chu\datacenter\Ten Don vi;

d/O rna mang chung Kh6i (hru trfr dtr Ii~u cua Kh6i): \\Ten_may_chu
\datacenter\ Ten_khoi;

e/O rna mang ca nhan (hru trfr dtt lieu cua rieng tung ca nhan):
\\Ten_may_chu\userdriver\Ten_dang_nhap (se giong phan ten dang nhap VaGmc;tng).
Hc;tngm\lc nay se rna thea nhu cfru ch(r m~c dinh se kh6ng cung cap.

fl Quy~n truy c~p:

g/Tc;tithu m\lC [Dfr li~u chung]: phc;tmvi truy c~p thu m\lC nay Ia tol'm th~
CBNV c6 tai khoan truy c~p h~ th6ng, nen dfr li~u luu trfr tc;tiday la nhfrng dfr li~u
mang tinh chat phi'>bi~n rQng rai;

hi Tc;tithu m\lC [Ten Kh6i]: phc;tmvi truy c~p thu m\lC nay Ia toan th~ CBNV
thuQc Kh6i, du li~u luu tru tc;tiday la nhfrng dfr li~u mang tinh chat ph6 bi~n trong
phc;tmvi Kh6i;

il Tc;tithu m\lC [Ten Dan vi]: phc;tmvi truy c~p thu m\lCnay Ia cac CBNV trong
cung Dan vi, nen dfr li~u luu trfr tc;tiday mang tinh chat bao m~t cap Dan vi;

jl Tc;tithu m\lC [Ca nhan]: phc;tmvi truy c~p thu m\lc nay la tuong (rng v6i m6i
CBNV, nen dfr li~u luu trfr tc;tiday mang tinh chat bao m~t cap ca nhan tung CBNV;

kI CBNV c6 nhu cfru truy c~p VaGdfr li~u cua Kh6i/Dan vi khac thi phai duQ'c
SlJ phe duy~t cua cap th~m quy~n tc;tiDHDN.

2. Luu trfr dfr li~u tren h~ th6ng may chu
a. Toan bQ dfr li~u c6ng vi~c, dfr li~u h~ th6ng phai dUQ'cluu trfr t~p trung tren 6

rna mc;tng,kh6ng duQ'c luu trfr tren may tinh lam vi~c ho~c may tinh ca nhan.

b. M6i dan vi duQ'c cung cap mQt thu m\lc chung, v6i ten trung ten Dan vi, tren
h~ th6ng may chu dfr li~u. Chi c6 cac thanh vien thuQc Dan vi d6 m6i c6 th~
truy c~p dfr li~u.duQ'c luu trfr trong thu m\lc chung nay. Dfr li~u cua CBNV
nao trong Dan vi luu trfr tren thu m\lC chung nay thi chi c6 CBNV d6 m6i
duQ'cquy~n x6a ho~c d6i ten (rename).
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c. Trong tnrong hop cac Don vi duoc t6 clnrc trong mot Kh6i thi duoc l~p thir
muc dung chung cho Kh6i. Cac CBNV cua Kh6i duoc quyen truy cap va hru trtr dir
lieu tuong tv nhu thir mire dung chung cho Dan vi.

d. M6i CBNV diroc cung c~p mot thtr muc rieng, voi ten tirong irng ten dang
nhap h~ thong mang, tren h~ thong may chu dfr lieu. Chi c6 CBNV do moi c6 quyen
truy cap va hru trtr dtr lieu tren thtr muc cua minh.

e. D6i voi may vi tinh da tham gia h~ thong mang nQi bo, khi dang nhap may vi
tinh, h~ thong se nr dong t<;10cac 6 rna mang ttrong irng voi quyen truy c~p cua tung
CBNV. D6i voi may vi tinh chua tham gia h~ thong mang, CBNV truy cap thea dia
chi h~ thong may chu dfr lieu bang tai khoan truy cap h~ th6ng cua minh.

f. T6ng dung lUQ'llgluu trfr: bao g6m toan bQ dung luqng rna CBNV sir dl.lng
tren may chu. Dinh muc duQ'c quy dinh nhu sau nhung c6 th€ thay d6i thea
tinh ch~t cong vi~c va phe duy~t cua c~p thftm quy~n t<;1iDHDN:

I. Ban Giam Hi~u duQ'cquy~n luu trfr dfr li~u v6i t6ng dung lUQ'llgla 10 GB;

ii. TruOng Dan vi duQ'cquy~n luu trfr dfr li~u v6i t6ng dung lUQ'llgla 03 GB;

iii.M6i CBNV duQ'cquy~n luu trfr dfr li~u v6i t6ng dung luqng la 02 GB.

1. Quy dinh v~ bao m~t dfr li~u sao luu

a. Dfr li~u cong vi~c: dfr li~u tren may chu chia se t~p tin, do Dan vi ho?c ca
nhan trong DHDN t<;10ra. Quy~n ti~p c~n dfr li~u nay se do Dern vi, ca nhan
d6 quy~t dinh. Truang hgp nhan SlJ nghi vi~c phai tuan thu quy dinh quan ly
thong tin truy c~p h~ th6ng.

b. Dfr li~u h~ th6ng: chi IT DHDN duQ'cTruong phong QTTT c~p quy~n m6i
c6 quy~n ti~p c~n dfr li~u sao luu tren cac phuang ti~n luu trfr. Dan vi khac
chi c6 quy~n ti~p c~n khi C~p thftm quy~n t<;1iDHDN phe duy~t.

2. Luu gifr, bao m~t cac ban sao luu dfr li~u

a. Yeu c~u chung:

I. M6i phuang ti~n luu trfr phai duQ'cdan nhan, rna s6 ghi thong tin ra rang
thu~n ti~n cho vi~c quan ly;

Il. Cac ban sao luu se duQ'c luu gill' t~p trung do Dan vi quan ly cong ngh~
thong tin quan ly thea cach phu hgp. Tuy thea muc dQ quan tn;mg, cac
ban sao luu phai duQ'c lam thanh nhi~u ban gi6ng llhau va luu gifr it nh~t
la hai neri c6 dia di€m v~t ly cach nhau, trong khu VlJC c6 di~u ki~n nhi~t
dQ thich hQ'pva trong cac thi~t bi an toan dam bao tinh toan Vyn cua cac
ban sao luu;

111. Quy trinh luu gill' va ghi nh~n cac ban sao luu do nh6m phl.l trach sao luu
dfr li~u thuQc Dan vi quan ly cong ngh~ thong tin l~p va c~p nh~t;

IV. Dfr li~u h~ th6ng sao luu duQ'ct~p hgp luu trfr thea tung nam.

b. Sir dl.lng khu VlJC va thi~t bi an toan khftn c~p: c~p thftm quy~n se chi dinh
khu VlJC va thi~t bi dfr li~u khftn c~p d€ luu gifr cac ban sao luu. Nhfrng neri
nay phai dap ung duQ'ccac tieu chuftn v~ bao m~t va an toan thea quy dinh.

C. Ki€m tra va loc;tib6 cac phuang ti~n luu trfr
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I. Dan vi quan ly cong nghe thong tin c~n kiem tra dinh ky SlJthanh cong
cua viec phuc h6i dtr lieu tir cac ban sao hru duoc hru gifr lau dai va co
bien ban ghi nhan viec kiem tra dua tren quy dinh phuc h6i dfr lieu;

ii. Viec ki~m tra phuc h6i nay duoc thuc hien tren mot moi tnrong thir
nghiem;

lll. Sau khi h~t thai han hru gitr ban sao hru, phuong tien hru trir (bang tir
(magnetic tape), USB, DVD ...) co th~ diroc sir dung lai hoac huy bo thea
phe duyet cua cilp tham quyen.

Di~u 19. HB trQ' nguiri dung h~ th6ng CDHDN
1. Nguoi dung co quyen yeu c~u he>tro cac van d~ h~ thong CDHDN.

2. Viec yeu c~u he>tro thong qua mot trong ba hinh thirc sau:

a. Giri email quadiachihotro@DHDN.edu.vn;

b. GQi dien thoai cho Dan vi phu trach He> tro CDHDN;

c. Gap trlJc ti~p can b<)he>trQ'd~ d~t ra cac yeu c~u.
3. Cac truang hQ'Pyeu c~u h6 trQ'phai duQ'Cdanh rna s6 va ghi nh~n tren h~ th6ng

he>trQ'CDHDN.
4. Dan vi ph\l trach He> trQ'CDHDN co quy~n tiI ch6i cac yeu c~u he>trQ'khong lien

quan d~n nghi~p V\l chuyen mono cac yeu c~u he>trQ'mang tinh chilt ca nhan
khong ph\lc V\l cho cong vi~c.

5. Cac yeu c~u he>trQ' co tinh chilt anh huang d~n hoc;ttd<)ng chung, c~n phai l~p
Phi~u/ email vaphaiduQ.c d.p thAm quy~n tc;tiDHDN phe duy~t.

Di~u 20. Bao tri thi~t bi CDHDN
1. Vi~c bao tri thiSt bi Cong ngh~ thong tin duQ'c thlJc hi~n dinh ky 2 l~n/nam vao

Quy II va Quy IV hang nam.
2. Truac khi ti~n hanh bao tri thi~t bi Cong ngh~ thong tin c~n t6 chuc danh gia

tinh trc;tngthi~t bi CDHDN va l~p kS hoc;tchbao tri C\lth~.

3. Bi~n ban danh gia tinh trc;tngthi~t bi dn co SlJxac nh~n cua Dan vii ca nhan su
d\lng thiSt bi do.

4. Sau khi tien hanh bao tri thi~t bi c~n l~p bang danh gia tinh tqmg thi~t bi sau bao
tri co xac nh~n gifra cac ben. TiSn hanh c~p nh~t va luu lc;tih6 sa thea doi tinh
thiSt bi CDHDN thea quy dinh.

Di~u 21. Quan Iy cae sl! c6 v~CDHDN
1. Bao cao SlJc6

a. Xay dlJng quy trinh bao cao, cac mftu bao cao va xac dinh ro nguoi nh~n bao
cao v~ cac SlJc6 CDHDN.

b. Quy dinh ro trach nhi~m bao cao cua CBNV va ben thu ba v~ cac SlJ c6
CDHDN.

1. Cac slJ c6 milt an toan phai duQ'c l~p tuc bao cao dSn cilp thAm quy~n va
nhfrng nguai co lien quan d~ co bi~n phap kh~c ph\lc trong thai gian sam nhilt. Ki~m
soM va kh~c ph\lc SlJc6
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a. Ban hanh quy trinh, trach nhiem khac phuc va phong ngira S\I c6 CBHBN,
dam bao S\I c6 diroc xu ly trong thai gian ngan nhat va giam thieu kha nang
S\Ic6 I~p Iai.

b. Qua trinh xu Iy S\I c6 phai diroc ghi chep va hru trtr.

c. Thu thap, ghi chep, bao toan bang chirng, chirng cir phuc vu cho viec kiem
tra, xu ly, khac phuc va phong ngira S\I c6. Trong tnrong hop S\I c6 v€ CNTT
c6 lien quan d~n cac vi pham phap luat, BHBN c6 trach nhiem thu thap va
cung c~p chirng cir cho co quan c6 tham quyen dung thea quy dinh cua phap
luat.

Di~u 22. Quan Iy phong may chii
1. Quy dinh chung v€ co sa ha tang

a. Phong may chu phai Iuon duoc dam bao cung dp lien tuc cac nguon dien
cho t~t ca cac thi~t bi thuoc pham vi cua n6.

b. Nhi~t dQphong may chu phai dUQ'cdam bao thich hqp cho cac may chu ho:;tt
dQng hi~u qua, an toano

C. Phong may chu phai duQ'c cung c~p anh sang thich hqp va Iuon duQ'cgifr v~
sinh s:;tchse. Cac d6 d:;tc,d\lng C\lphai duQ'csclpx~p ngan nclpgQn gang.

d. Phai Iuon dam bao an toan v€ chay n6 cho phong may chu.

e. Phai c6 thi~t bi ch6ng set tr\Ic ti~p va ch6ng set Ian truy€n cho cac thi~t bi
trong phong may chu

f. Cac thi~t bi va cac day k~t n6i trong phong may chu phai luon duQ'cdan nhan
in chfr ra rang va phai duQ'cb6 tri gQn gang.

2. Quy dinh chung v€ an ninh

a. Phong may chu phai duQ'cquan ly ki~m soM an ninh ti~p c~n ra vao.

b. Ca nhan ti~p c~n phong may chu phai duQ'cphan quy€n h:;tn.trach nhi~m ra
rang.

C. Phai c6 nh~t kY thea dai vaa ra phong may chilo

d. Phai quan Iy danh sach nhfrng nguai duQ'cquy€n ti~p c~n phong may chu.

CHUONG V. DIEU KHOAN THI HANH

Di~u 23. Trach nhi~m thi hanh
1. P. TCHC & QT lam d~u m6i tri~n khai, huang d~n th\Ic hi~n va tuan thu quy

trinh nay.

2. Giaa Ban Giam Hi~u ban hanh cac quy dinh, quy trinh m~u d~ huang d~n
BHBN th\Ic hi~n Quy trinhnay.

Di~u 24. Thftm quy~n sITad6i, b6 sung, thay th~, huy b6
Vi~c sua d6i. b6 sung, thay th~, huy bo Quy trinhnay thuQc th§m quy€n cua Ban

Giam Hi~u.
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Danb muc Phu luc, Bi~u miu lien quan

STT TEN MAS6

1.
Phu luc 01: Tieu chuan co sa ha tang h~ thong CDHDN

CDHDN/QC-OIlPLO 1tai DHDN

2. Bao cao kiem tra CDHDN/QC-O liMO 1

3. Bien ban sao hru dfr lieu CDHDN/QC-O lIM02
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PHl) Ll)C 1

TIEU CHuAN CO sa H~ TANG H¥ THONG CDHDN T~I DHDN
I. TIEU CHuAN H~ TANG M~NG

1. Phan loai rno hinh h~ thong CDHDN
Xern xet dong thai ca 2 di~u kien:

a. Theo phan c§.pt6 chirc:

1. Lap A: chu th~ co sa chinh duoc xac dinh la g6c, gift cApcao nhAttrong
phan cApquan h~ phu thuoc dira thea sa d6 t6 chirc.

II. Lap B: cac Dan vi, chi nhanh duoc xac dinh la nhanh, chiu sir quan ly
boi cac cApben tren dua thea sa d6 t6 chirc.

b. Theo quy mo t6 chirc:

i. Nh6rn 1 - Quy mo IOn: cac chi nhanh, van phong, co sa c6 s6 hrong
CBNV sir dung may tinh thuong xuyen til 200 ngiroi dung tro len.

ii. Nh6rn 2 - Quy mo vira va nho: cac chi nhanh, van phong, co sa c6 s6
hrong CBNV str dung may tinh thirong xuyen duoi 200 ngiroi dung.

Ma tran tharn chien phan cApmo hinh h~ thong CDHDN

Quy mf Nhom 1 Nhom2Phan c§p

L6pA Al - Quy rna 100 A2 - Quy rna vira & nho

L6pB BI - Quy rna Ian B2 - Quy rna vira& nh6

2. Yeu c~u v€ duang truy€n

a. Duang truy€n Internet: ap d\mg cho tAt ca rno hinh toan truang - yeu c~u
t6i thi~u phai c6 hai duang k€t n6i rieng bi~t til hai nha cung cAp dich V\l
khac nhau vai thuac do t6ng bang thong cac duang truy€n khong thAp han
m(>tnua s6 lUQ'llgCBNV/SV su d\lng Internet thuang xuyen t~i Dan vi.

b. Duang truy€n s6li~u:
I. Nh6m 1: yeu c~u t6i thi~u phai c6 rn(>tduang truy€n s6 li~u til rn(>tnha

cung cAp dich v\llan t~i Vi~t Nam, bang thong duang truy€n phai dam
bao dap ung d6ng thai 100% nhu du su d\lng cac dich V\l nhu Video
Conference, ph~n m€m QLDT, nh~p li~u til xa & cac ung d\lng khac
(dva tren s6 li~u tharn chi€u C\lth~ til IT - DHDN/Dan vi PTCSHT).

11. Nh6m 2: yeu c~u t6i thi~u phai c6 m(>tduang truy€n s6 li~u til m(>tnha
cung cAp dich V\llOn t~i Vi~t Nam, bang thong duang truy~n phai dam
bao dap ung d6ng thai 60% nhu c~u su d\lng cae dich V\l nhu Video
Conference, ph~n m€m QLDT, nh~p li~u til xa & cac ung d\lng khac
(dva tren s6 li~u tham chi€u C\lth~ til IT - DHDNI Dan vi PTCSHT).

c. Cac nhu c~u ph:it sinh bang thong duang truy€n:
1. D6i vai duang truy€n Internet: yeu c~u nang cAp bang thong duang

truy€n Internet phai dva tren cO'sa s6 lUQ'llgCBNV/SV c6 nhu c~u su
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dung Intenet thuong xuyen tai co sa, IT DHDN phai danh gia va l~p
bao cao hien trang lam co sa d~ xuat.

ii. D6i voi duong truyen s6 lieu: DHDN khi c6 nhu d.u nhu trien khai img
dung moi dn chay n<)ib<),phat sinh diem k~t n6i Video Conference, ...
IT DHDN liet ke chi ti~t, yeu cAu ky thuat va l~p bao cao bang thong
hien trang, bang thong phat sinh khi thir nghiem irng dung moi d~ lam co
sa d~ xuat nang bang thong.

3. Yeu cAuv~ thier bi
a. Theo tieu chi phan cap:

I. Lap A: dam bao dir phong 1-1 cho t§.tca cac hang muc thiet bi mang.

11. Lap B: dap img t6i thieu mot Dan vi thi~t bi cho tung hang muc.

h. Theo tieu chi quy mo: thiet bi ha tAngmang phai dap irng yeu du ky thu~t
v~ hi~u su§.t, tinh nang va d<)b~n tuang ung quy mo ca sa d\Xathea phan
nh6m quy dinh t1;likhoan 2 Mvc A.I PhV h,lcnay. Cv th~:

Nh6m 1:

Danh ml}cthi~t hi cAu hinh Kha nang mo' rqng

Toi thieu 03 cong ket noi v~t Iy cho: Khii nang cho phep rna rQng
m<;1ngnQi hQ; ducmg truySn va dl,f them t6i da 04 c6ng v~t Iy
phong. trong mung lai.

BQ nh6' RAM: toi thieu 04 GB phl,lc Kha nang cho phep rna rQng
V\I cho Xif Iy dinh tuySn luu IUQ'ng t6i da 16 GB.
l6'n.

Router - Bq dinh tuy~n
Ph~n c(rng chuyen dl,lng tang hi~u
suat Xlf ly rna h6a: DES, 3DES,
AES.

Khe mc)'rQng: toi thieu 02 khe. Kha nang gan rna rQng
card tich hQ'p tinh nang
t6ng dai tho<;1i.

Kha nang gin card m6" fQng
c6ng kSt n6i v~t IY.

24 ho~c 48 cong v~t Iy ket noi. Kha nang stacking - hQ'p
nhit lu~n ly v6'i cac switch
khac.

Toi thieu 04 slot chuyen bi~t cho Kha nang cho phep linh
ml,lc dich uplink du li~u. hO<;1tgin nhiSu 10<;1imodule

Core Switch v~t Iy thay d6i t6c d9 c6ng
- BQchuy~n ml;lchloi uplink.

Kha nang mo' fQng: d6ng
vai tro Wireless Controller
cho cac Access Point cung
hang.
Kha nang rna rQng: xu ly
dfr li~u NetFlow.

Access 24 ho~c 48 c6ng v~t Iy kSt n6i.
Kha nang stacking - hap

Switch - Bo chuyen nhit luan Iy v6'i cac switch
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mach dftu cu6i khac.
T6i thieu 04 slot chuyen biet cho
muc dich uplink du' lieu,

Kha nang rna rong len toi
da 40 cong LAN v~t ly.T6i thiSu 24 cong LAN v~t IY.

T6i thieu 02 cong DMZ v~t IY.
T6i thieu 02 cong WAN v~t IY.Firewall

Tmrng lira o cimg Iuu trfr dang SSD.
Kha nang gan nguon rna
rong,T6i thiSu 01 nguon.

APT, IPS, Thead
prevention, Anti-virus

Toi thieu 03 cong LAN.
Link Load Balancing -

Gin bang tai Kha nang gan USB 3G rna
rong WAN.

T6i thieu 03 cong WAN.

Dap irng chuan 802.11 alb/g/n/ac.
Kha nang rna rong: chuyen
06i hoat dong a ch~ oQ
Controller-based.

Hoat dong a ch~ oQStandalone
Wifi

Ap dung duoc tfnh nang
captive portal

DU'Q'cquan ly qua controller

NhOm 2:

Danh muc thi~t b] C~u hinh Kha nang mo' rQng

T6i thieu 02 cong k~t n6i v~t ly Kha nang cho phep rna rong
cho: rnang nQi bQ; dirong truyen them t6i da 04 cong v~t ly
vii du phong. trong tuong lai.

Router - BQ djnh tuy~nt-----~~~~~~~~~~~-+~~~~~~~~~~~----1
BQ nho RAM: t6i thiSu 04 GB Khii nang cho phep rna rQng
ph\lC V\l cho xu Iy oinh tuy~n Iuu t6i oa 08 GB.
lUQ'ng16'n.

Phh ct'rng chuyen d\lng tang
hi~u swlt xu ly rna hoa: DES,
3DESAES.

Khii nang g~n rna rQng card
dch hQ'P tinh nang t6ng oiii
thol;li.

Khii nang g~n card rna rQng
cong k~t n6i v~t IY.

Router - BQ dinh tuy~n

Khe rna rQng: t6i thiSu 02 khe.

Kha nang stacking - hQ'PnhAt
lu~n Iy v6'i cac switch kMc.

24 ho~c 48 c6ng v~t Iy k~t n6i.

T6i thiSu 04 slot chuyen bi~t cho Khii nang cho phep linh hOl;lt
g~n nhiSu IOl;limodule v~t lyrn\ICoich uplink du' li~u. ",
thay ooi toc oQcong uplink.Core Switch

-BQ chuy~n mlilch loi Khii nang rna rQng: dong vai
tro Wireless Controller cho
cac Access Point cung hang.

Khii nang rna rQng: xu ly dfr
li~u NetFlow.
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Controller TriSn khai diroc captive portal

Kha nang stacking - hop nh:lt
luan ly voi cac switch khac,24 hoac 48 cong v~t ly kSt n6i.

Access Switch - BI}
chuyen mach diu cu{)i T6i thieu 04 slot chuyen biet cho

muc dich uplink dfr lieu.

T6i thiSu 16 cong LAN v~t IY.
Kha nang rna rong len t6i da
40 c6ng LAN v~t ly.

T6i thiSu 02 cong DMZ v~t IY.

T6i thiSu 02 cong WAN v~t IY.
Firewall
TU'O'nglira

6 cirng hru trfr dang SSD.

T6i thiSu 01 nguon. Kha nang g~n nguon rno rcng.

APT, IPS, Thead prevention,
Anti-virus

Kha nang mo rong cho phep
chuyen d6i 01 cong LAN

Link Load Balancing - f------ --+_th_a_n_h_c_6_n.=_g_W_A_N_.----i
Gin bflng tai

T6i thiSu 07 cong LAN.

T6i thiSu 02 cong WAN. Kha nang gan USB 3G rna
rong WAN.

Dap irng chuan 802.11 a/b/g/nJac.

Wifi Hoat dQng o·chS dQStandalone.
Kha nang rna rong: chuyen d6i
hoat dong o·chS dQ Controller
based.

c. Yeu du ky thuat thiSt bi:

1. ThiSt bi dinh tuyen: phai dam bao dap ung hi~u su~t djnh tuySn, kha nang mo' rQng
va triSn khai t6t cac cong ngh~ djnh tuySn ph6 biSn hi~n nay bao g6m: OSPF,
EIGRP, BGP, RIPv2; kha nang triSn khai linh ho~t cac cong ngh~ IPSec VPN ph6
biSn: DMVPN, MPLS VPN, GET VPN, FlexVPN, d6ng thcri phai tuong thich
nguQ'e vO'icae eong ngh~ truy~n th6ng.

11. ThiSt bi chuySn m~eh: phai dam bao dap lrng hi~u su~t chuyen m~eh, kha nang chia
VLAN, cong ngh~ stacking d6ng nh~t kh6i, cong ngh~ trunking dl,fa tren chuc1nrna
hoa DotlQ va 1SL.

Ill. ThiSt bi tUOng Iua: phai dam bao dap ti'ng hi~u su~t, kha nang nh~n d~ng va quan Iy
ung d\lng d~ pMt hi~n, phOng ngua va ngan ehi;incac m6i rui ro ti~m tang gay nguy
h~i dSn h~ th6ng m~ng eua T~p doan va eua cae Cong ty.
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IV. ThiSt bi can bang tai: phai dam bao dap irng hieu su~t & kha nang din bang tai

Duong truyen Internet cling nhir duong truyen s6 lieu, tang tinh hieu qua trong viec
kSt n6i ha tang CDHDN tai T~p dean va cac Cong ty.

v. ThiSt bi mang khong day: dam bao dap irng hieu suat, nhu du kSt n6i s6 dong
ngiroi dung, quan ly t~p trung va kha nang clurng thuc nguoi dung khong day qua
cac h~ thong chimg thuc ph6 biSn nhir: AD, RADIUS, LDAP, Kerberos.

II. TIEU CHUAN ~ TANG H:'::THONG
1. Mo hinh h~ thong may chu

H~ thong may chu duoc phan b6 tuan thu mo hinh sau:
---------------------------------~

I
!
!

POC.

,,
s I
~--------------------------- I

----------------------------------1
: "')'d Q Q g:g :

~ ~6 I
I
I
I-..,,, f!:m~ l

~---------------------------------,
Giai thich rno hinh:

a. H~ thong phai duoc chung thuc t~p trung qua Active Directory (PDC va ADC).

b. H~ thong chia se t~p tin nQi bQphai chu'ng th~rc qua Active Directory (File Sv).

c. H~ th5ng dU'Q'csao luu dll phOng qua chuO'ng trinh sao luu chuyen dl,mg (Backup Sv).

d. H~ th5ng du9'c giam sat thuCmg xuyen qua chuong trlnh giam sat chuyen
dl)ng(Monitoring & Logging Sv).

e. H~ th5ng du9'c bao v~ boi h~ th5ng quan Iy anti-virus t~p trung, Antivirus Sv.

f. £)5i vai cac u'ng dl)ng, se tuy vao lo~i (rng d\lIlg, rna hinh va each t6 chuc se khac nhau.

Tren day la rna hinh lu~n Iy, vS m~t v~t Iy, c6 thS gom mQt s5 tinh nang ch1;lycung mQt
may chu.

2. Ky thu~t

a. Phan vung: M th5ng du'Q'cphan h01;lchthea eac phan vung rieng bi~t: phan vt'tng chua
may chu, phan vung publish dich VI), phan vung kiem thu, phan vung pMt triSn san
phfrm, phan vung lam vi~c cac phong ban. phan vung danh cho d5i tu9'llg khach/sinh
vien.

b. May chu: trang bi nhu'ng dong may chu chuyen dl)ng, dAydu chU'ng nMn xu~t xu chU'ng
nMn ch~t IU'Q'ngsan phfrm. khang dlll1g d1;lnglip rap. D6ng thai san phfrm phai can
du'Q'ch6 trQ'/san xu~t tinh t~i thai diSm nang dp/dAu tu maioC6 h6 tr9' cac chufrn RAID
1-5-6, t5i thiSu 2 ngu6n, 2 card m1;lng.Can khe mo' rQng.

C. ThiSt bi luu tru': lUll tm qua Tape, 6 clmg USB, Server luu trfr ho~c SAN.

d. Ban quySn h~ diSu hanh may chu phai du'Q'ctrang bi cung vai may, Slr d\lng phAn mSm
sao luu phl)c h6i h~ th5ng chuyen dl)ng, va phai th\IC hi~n du9'c luc M th5ng dang v~n
hanh.

e. Cac chuong trinh dSu dUQ'ctrang bi ban quySn dAyduo
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f. Thi~t bj ket s~t chong chay n6, chua dfr lieu sao hru phai duoc trang bj,

g. Bao tri: diroc t6 clurc dinh Icy hang nam d~ ghi nhan, danh gia vS tinh trang h~ thong
nham c6 k~ hoach nang dp, thay the.

Ill. TIEU CHUAN H"¢THONG THIET BJ HQI NGHJ TRUYEN HINH
1. Tieu chuan ha tang mang

Cong ty phai thuc hien thea quy dinh tai Pb~n I cua Phu luc.

2. Tieu chuAn ha tang h~ thong:
a. M6 hinh k~t n6i

b. Tieu chi:

i.Thi~t bi:

- Thi~t bi phai nrong thich duoc voi h~ thong hien c6 ella DHDN.

- Thi~t bi thuc hien dU9·Ccuoc goi da di~m (tlurc hien 4 site cung luc).

ll. Phong l19P:

- Vi tri d~t thi~t bi tren k~ d~t di~m gifra va d~u ban h9P, dQ cao sao cho camera th<1y
dU9·Chinh toan bQ nguoi tham dl,f.

- Ngu6n di~n 110-220 VAC.

- Man hinh LCD dQphan giai HD ho~c may chi~u chuyen dung.

- N~u dung n.323 phai cung cfrp dia chi iP t1nh trong m~ng LAN cho thi~t bi hQi
nghj, iP nay khong bi h~ th6ng Firewall ngiin cb~n.

- M~ng LAN lien k~t duqc v&i cac di~m hQi nghi khac thong qua m;:tngWAN khi slr
dl}ng thOng qua Leased Line hay VPN-MPLS.

- Yeu du phai c6 man hinh bi~n thi (may chi~u hay tivi) c6 giao ti~p ngo vao hinh
anh laHDMI.
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- Dau ra am thanh kSt n6i voi h~ thong loa de tai t<;10am thanh trong phong Ian va r6
rang.

- Anh sang trong phong phai dil de camera c6 the thu r6 mat ngiroi tham du,

c. Tieu chuan:

h. ThiSt bi dung cho phong hop c6 sire chira tir 20 nguoi tro xuong.

D~CDIEM MOTA.

Thiit ki
Giao tiep chuan video HD the h~ moi.

D9 phan giai chuan 1080p.

Phoi hop voi 4 dau vao video dong thai.

Ung dung Chuan H323/SIP cho CU9C goi len toi 10Mbs.

720p30 from 768 kbps.

720p60 from 1152 kbps.
Biing thong 1080p30 from 1472 kbps.

1080p60 from 2560 kbps.

Cbu~n Video H.261, H.263, H.263+, H.264 and H.265.

G.711, G.722, G.722.1, G.729AB. 64 kbps and 128
Cac chuan Audio kbps.

MPEG4 AAC-LD mono and stereo.

Giao di~n mang One LAN/Ethernet (RJ-45) 1011 0011 000 Mbit.

Camera 1 Camera thu nhan tin hieu hinh anh,

Micro 1 Micro thu nhan tin hieu am thanh.
..
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ill. Thier bj dung cho phong hop c6 sire chua tir 50 nguoi tro len:

D~CDIEM MOTA.

Man hinh hi~n th] Tivi / Projector.

Thi~t k~
Giao tiep chuan video HD thS h~ moi,
f)9 phan giai chuan 1080p.

Ung dung
Phoi hop voi 4 dau vao video dong thai.
Chuan H323/SIP cho CU9C goi diem di~m len toi 10Mbs.

Bang thong
720p30 from 768 kbps. 720p60 from 1152 kbps. 1080p30
from 1472 kbps. 1080p60 from 2560 kbps.

Chu~n Video H.261, H.263, H.263+, H.264 and H.265.

G.711. G.722, G.722.1, G.729AB. 64 kbps and 128 kbps.
Cac chuan Audio MPEG4 AAC-LD mono and stereo.

Giao di~n mang One LAN/Ethernet (RJ-45) lOll 0011 000 Mbit.

Camera 2 hoac 3 Camera thu nhan tin hi~u hinh anh.
Micro 4 Micro thu nMn tin hi~u am thanh.

Man hinb hi~n thi Tivi / Projector.

Loa Phat tin hi~u am thanh Clla cac phong hop tir xa.



IV. TIEU CHuAN lit THONG CAMERA

1. Tieu chuan ha t&ngmang:

BOON phai thuc hien thea quy dinh tai khoan A PhV luc 01.

2. Tieu chuan ha tAng h~ thong:

a. Mo hinh kSt noi:

~,.lr~'~n.~.l!tP:r

L_ • .J~hd,t"~)
~~j:_4~ w4::«- q"-k.-"
t'~%d=""'n:"l;»~~~~t;-""

:L~p~.e.,,~'),

1. Pham vi ap dung:

Dua thea phan loai chi nhanh/co sa rna c6 thiSt bi tuong thich.

2. Tieu chi

a. Tfch hop duoc voi h~ thong camera hien tai va tich hop M thong camera cua CO' SO' chinh
300A.

b. H~ thong camera giam sat duoc xay dung, thiSt kS phai la mot h~ thong CCTV c6 cftu
true mo, c6 kha nang dap irng yeu du mo rong h~ thong nhu tang cuong them cac diem
camera va thiet bi xu Iy trung tam rna khong dn can thiep va thay doi cac thiet bi dang
hoat dong.

c. H~ thong camera giam sat c6 kha nang nang cftp mo re)ng kSt n6i, tich ho'P v6'i cac M
th6ng camera CU, cac h~ th6ng camera giam sat thanh mot h~ th6ng th6ng nh~t sau nay.

d. H~ th6ng c6 khil nang phan quySn, cho phep nguo'i su dl,mg c6 th~ quan sat va diSu khi~n
cac camera thea y kiSn chi d~o cua cftp c6 th~m quySn t~i BOON

e. Hinh ilnh thu duQ'c tir hi~n trucmg c6 th~ duO'c xu Iy ngay ho~c duQ'c bien t~p, chinh Iy,
luu trfr phvc vv yeu cAu cong tac chi d~o chi huy, nghien clJ'U,d6i chung va th6ng ke
phan tich s6 li~u khi dn.

f. BiSu khi~n toan bo h~ th6ng dS dang va nhanh ch6ng thong qua ban diSu khi~n c6 cAn
xoay linh ho~t.

g. Kha nang quay ngang 3600 va nghieng len 2100.

h. C6 khil nang tv dong diSu chinh dOtuong philn.

I. Cong ngM giilm nhiSu XDNR.

j. ChS de)day/nigh.

k. V0 thiSt bi d~t chu~n IP66.
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I. Giai phap hien dai, va hieu qua dap irng cho bai toan giam sat ill xa ill nhiSu dia diSm
tren dien rong cua UOON. Dong thai, cho phep rna rong cac nhu du quan tri khac sau
nay rna v~n sir dung lai bQthi~t bi nay.

m. Giai phap cho phep tich hop, str dung lai cac camera s~n co tai cac Don vi, quan ly t~p
trung.

3. Tieu chuan ky thuat

a. U6i voi Camera dung quan sat trong khu lam viec van phong,

i. Tich hop duoc voi h~ thong camera hien co cua UOON.

ii. Suodung cac dong camera indoor: diiittrong khu VI,l'C van phong khong dn bao v~ nhu
cac camera lip tai khu xuong/nha kho.
iii. U6i voi Camera: dang tron dung lip diiittren trftn nha, lip diiittai khu van phong voi
goc quay 360 dQ, va can canh khi dn thi~t a nhieu vi tri khac nhau.
iv. Speed - U6i voi Camera: cao dp hon, t6c dQ diSu khiSn nhanh, I~y c~n canh v6i
tftm ho~t dQng chfnh xac thea tung goc. SU dl,mg a cac khu VI,l'C rQng thea doi duqc
nhiSu diSm cho tung truang hqp d6i tuqng va co thS nho- nhiSu vi trf goc quay thiSt l~p
s~n rna khong dn diSu khiSn nhiSu.

V. IR camera: Camera h6ng ngo~i. Tia h6ng ngo~i - Infrared rays: U6i v6i nhfrng khu
vllc dn quan sat 24/24 gia thi dn trang bi camera h6ng ngo~i dS co thS quan sat
vao ban demo Cftn quan tam dSn nhu'ng thong s6 sau:

v' IR LED: S6 luqng den LED h6ng ngo~I.

s VISIBLE DISTANCE AT: Khoang cach quan sat.

JNgu6n di~n dp cho camera.

vi.Resolution: UQ phan giai cang lo-nthi ch~t luqng hinh anh cang net. Thuang thi trong
cac (mg dl,mg khong cftn thiSt pMi quan sat th~t ro net thi dQ phan giai 480 TV Lines
la hoan toan co thS ch~p nh~n duqc.

vii. Goc quan sat: Trong tai li~u ky thu~t thuong khOng ghi goc rna, rna ghi thOng s6
thay cho goc rna. Co thS suodl,mg bang quy d6i sau

Tieu Cl! GoC mO'

2.8mm 050

3.6mm 900

4mm 850

6mm 700

8mm 550

viii. Tuy vao u'ng dl,mg rna nen chon lo~i Camera co goc quan sat la bao nhieu dQ.NSu
dn quan sat rQng, co thS chon lo~i Camera co goc rna Io-n(thuong la 900). NSu quan
sat trong mQt ph~m vi r~t h~p thi chon lo~i Camera co goc rna nhO.

b. U6i vo-i Camera dung quan sat khu VI,l'C nM may, resort,khu VI,l'C khac co di~n tich
rQng/cftn quan sat xa

I. Su dl,mg camera outdoor: chiu dl,l'ngduqc cac tac dQng ben ngoai nhu dQ ~m, thai
tiSt, nuo-c, bl,li, hay cac tac nhan pha ho~i khac.

II. Co zoom 16n.

v. TIEU CHuAN H:E:THONG TONG DAI
1. Tieu chufrn h~ tftng m~ng:

UOON phai thl,l'chi~n thea quy dinh t~i khoan A Phl,lll,lc 01.

2. Tieu chufrn h~ tftng h~ th6ng:
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a. Mo hinh ket n6i:
b. Pham vi ap dung: Dua thea phan loai co' so/chi nhanh rna co thi~t bi nrong thich

/,., ..
~"","M'!i4

3. Tieu chi

a. Co kha nang tich hop voi h~ thong tong dai giira cac chi nhanh/co so va tich 11Q'Pvoi he
thong tong dai hien co cua co so' chinh BOON.

b. BQ s&nsang, dQtin c~y cao, dam bao kha nang phuc vu 24/24 gio.

c. Co kha nang nang dp, mo rong vS quy mo va dich vu, dam bao kha nang khai thac lau
dai,

d. Co kha nang tuong thich va tich hQ'Pvoi co sa ha tang cong nghe thong tin truyen thong

e. Quan ly, khai thac, bao dirong, bao tri don gian, chi phi thap,

f. Chi phi d~u tu ban d~u hQ'Pli va duoc bao toan trong tuong lai.

4. Tieu chuAn ky thuat

a. Co thS me rong k~t n6i voi cac BO'n vi tnrc thuoc, don vi lien ket, v6"i nhiSu hiing khac
nhau va co thS k~t n6i vS CO' so chinh.

b. Tuy thea nhu du thl,l'ct~ Slr dl,lng s6 IU'Q'ngmay nhanh analog, s6 may nhanh s6, s6 line
trung k~ rna chQn dong thi~t bi phil hQ'p.

c. Cac M th6ng co thS k~t n6i v6"inhau va v6"icac h~ th6ng truySn thong khac t~o thanh mQt
m~g d6ng nh&t v6"i s6 ngm)'i dung khong h~n ch~ dl,ra tren cac duong k~t n6i rieng hay
qua cac m~ng PSTN/ISDN, IP, ATM, Frame Relay, MegaWan cung dp cho nguo'i dung
cac tinh nang dich Vl} co thS dUQ'ctruy c~p t~i b&tky vi trf nao trong m~ng nhu tu' mQt h~
th6ng duy nhit.

d. KM nang danh s6 mSm deo: K~ho~ch danh s6 nQi bQ cho phep cac s6 may nQi bQco thS
du'Q'cdanh s6 tt'r 1 d~n 6 chaos6, s6 chii' s6 cua cac may Ie co thS khOng d6ng dSu. K~
ho~ch danh s6 gQi fa cho phep 6 chfr s6 dS dinh nghTamii chi~m trung k~. K~ ho~ch danh
s6 gQi vao cho phep cac s6 DID (Direct Inward Dialling) co t6i da 6 chil' s6.

e. Nh~c cha va thong bao: Thue bao co thS dua d6i phuong vao tr~ng thai cha (hold) dS
thl,l'chi~n thao lu~n hay lam vi~c gi khac truac khi quay tro' l~i cUQctho~i. B6i phuO'ng bi
cha' se co thS dUQ'cnghe cac ban nh~c cha (Music on Hold).

f. GQi vao nha w h6 trQ'cua di~n tho~i vien: H~ th6ng cho phep I~p tr1nh hu6"ng cac cUQc
gQi ttl' cac trung k~ nh&t dinh d~n ban di~n tho~i vien (hay mQt thue bao b&tky) va di~n
tho~i vien (hay thue bao dUQ'cdjnh nghia) se thl,l'chi~n chuySn ti~p cUQcgQi d~n thue bao
nQi bQtheo yeu duo

g. Nguo'i gQi ttl' ben ngoai co thS duQ'c nghe mQt lai chao va hu6"ng d~n quay s6 ghi am
duQ'c. Cac tfU'ong hQ'p quay sai s6, khong quay s6, thue bao dang b~n ho~c khong nh&c
may co thS I~p trinh dS do chuong vao di~n tho~i vien hay truQt sang thue bao khac ho~c
h~ th6ng tra lai tI,l' dong, Mp thu tho~i.
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h. Tinh circe : H~ thong co kha nang tinh circe cho rung thue bao. Thong tin circe co thS
duoc hiSn thi tl;lich6 tren may di~n thoai co man hinh va t~p trung toan M thong duoc ghi
lai vao vung nho d~m va duoc dira ra lien tuc tren cac c6ng V.24. Cac ban ghi chi tiSt
cuoc goi se duoc xu Iy boi may tinh cai d~t phsn mem CAS 4.0. May tinh tinh circe duoc
n6i voi mot cong V.24 cua tong dai tong dai thong qua c6ng COM va mot cap s6 lieu,

VI. TIEU CHUA.NU¢ THONG pHANMEM
1. Tieu chuan ha tAng mang:

DHDN phai thirc hien thea quy dinh tai khoan A Phu JI,IC01.

2. Tieu chuan ha tAngM thong:

b. M6 hinh kSt n6i:

3. Pham vi ap dung: tftt ca cac phan mem duoc suodung tai DHDN Tieu chi:

a. Dap irng dAydu cac nhu c§.unghi~p VI,I.

b. H6 trQ'cac IOl;libao cao cho quan Iy, diSu hanh.

c. Tai li~u phat triSn (d6i v&i ph§.n mSm DHDN tI,I pMt triSn) dAy du, ra rang, clear code -
complete code.

d. Tai li~u v~n hanh, tai li~u suodl,mgcho nguai dung cu6i dAydu, c~p nMt thuang xuyen.

e. Nh~t ky h~ th6ng, kjch ban XLI' Iy Sl!c6 duQ'c kiSm tra, c~p nh~t tuc thai khi phat sinh.

f. BO tai li~u blue print (bao g6m cac tai Ji~u tren) phai duQ'c c~p nh~t dung thl!c ts va bao
quan tl;lidan vi v~n Mnh ch(l'c nang/v~n hanh ky thu~t.

g. Dam bao do 6n dinh - s~n sang, thong tin dAy du - kip thai - chinh xac cua (rng d\lng
cung clip t&i nguai dung.

h. Phan quySn chi tiSt t&i tU'nguser/group.

I. H6 trQ'CO' chS giam sat, ghi log phl,lcV\l sU'a16iva giam sat h~ th6ng.

J. Dap (rng ca chS bao m~t o' mtrc application va mtrc database.

4. Tieu chuAn ky thu~t:

a. M6 hinh thiSt kS:

M6 hinh MVC
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MVVM

Model View -ViewModel

b. C6ng nghe:

1. Application: .NET framework, ASP.NET, HTML5 (load balancer cho application,
dam bao co ch~ dir phong mire application).

11. Database: SQL Server hoac Oracle database (cluster hoac always on, dam bao co ch~
du phong mire database).

111. UI: web browser hoac dang hy-brid (vira web form va window form).

IV. Mobile App: lOS & Android.

V. Security: dap irng cac tieu chu&n bao m~t hien hanh, theo nganh nghe, chirc nang.
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BIEN BAN SAO LUU nIT LI~U Ma so: C£)H£)N/QC-01/M02
Hieu lV'c: ...1.. .12018DlIDN

LO';'I BACKUP KETQUA

TT SERVER BACKUP NGAY/GIO cnr cmr
Thanh Thfit bl;li

BACKUP
FULL DIFF

Cong

1 1 1 1 1 1 1 1
I--- -- -- --

1 1 1 1 1 1-- -- --

1 1 1 1 1 1 1 1-- -- -- --

0 1 1 1 1 1 1-- -- --

1 1 0 1 1 1 1-- -- --

r 1 1 1 1 1 1 1- -- -- --

1 1 1 1 1 1 1 1-- -- -- --
LU'u y:

Server Backup: nMp d~ydu thong tin ten server backup

Loai Backup: bao g6m loai backup d~ydu hoac backup tung phan tren mot server.

Truong DO'nvi P.TCHC & QT Nhan Sl}' thuc hi~n
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BAo cAo KIEM TRA Ma s6: CDHDN/QC-OI/M02
DHDHDN Hi~u Iuc: ...1...12018ngay ......

'""I'_H~TH(jNG"'. ~ ~'ili!.'*':'" . ,~'~ )~;."':!if j, ,.¥.~,~.,.~;,~:;¥
'"' '~" c" ."

• .0",

K~t Qua Ghi Chu

stt Danh Muc Ki~m Tra Hang muc ki~m tra
IBl;tt(Pass)KB (Fail)

Kiem tra kSt noi Internet

• Ping <IP public address > kiem tra
Il'.rmnp.r.ti on

KiSm Tra kSt n6i • Ping <Domain name> KiSm tra DNS

• Tracert <IP address> KiSm tra routing

• KiSm tra kSt n6i Mega WAN

• Log on Webmail Google app

• Send mail to internal
KiSm tra send & Receive · Send mai I to External (send mail to
mail IGmaiI.Yahoo,Hotmail,etc ...)

• Receive mail from Internet (receive mail
Ifrom Gmail, Yahoo,Hotmail,etc ....)

Check Physiscal Device: HDD, Raid, Power

KiSm Tra Server Physical
Interface, etc ...

• Log on to : t~t ca Server

• Check Connection Status
Kiem Tra Blade Chassic & • Check Physiscal Device
Blade Host Server

Raid.Power.lnterface.etc ...

Log on to Thinksystem, SAN Storage System,
KiSm Tra SAN system IController port

• Check Connection Status

• MS SQL

Kiem tra database • MySQL: cac website

SQL Server: cac irng dung
OS tat ca cac server

Kiem tra backup
Database
File source code web
Tape

Kiem Tra reverse IP • Check Reverse IP
Address Domain name
KiSm Tra Reverse r» Check Reverse Domain: mail.Dfif/N.edu.vn
va IP Address
Ki~m Tra Website • Website BOON
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-----------------------------, ,------------------------------------------------------

Danh Ml}c Ki~m
K~t Qua

Stt Tra Hang muc kiemTra Ghi Ch(J

IUl;lt(Pass) IKD (Fail)
10 Ki~m Tra Application • TAt ca cac irng dung

11 KiSm Tra Server VMs • T&tcit server

A.r
~ 1~,i{'&"~

Kiem tra Access Control
Nguon diemcung cap

1 phonq Datacenter
Data synchronization Access Control and PC.

Kiem tra h$ th6ng di$n phonq
Kiem tra tin hieu tu di$n, CB

2 Datacenter
Kiem tra may phat di$n (t~ng ham)

3 Kiem tra UPS Kiem tra nguon di$n UPS APC, Emersion

Nguon di$n cung cap

4
Kiem tra h$ th6ng lanh phonq

Nhi$t do phonqDatacenter va phonq nguon

Nguon va trinh tranq may bam

Kiem tra thiet bi bao chay
Nguon di$n thiet bi

5 phonq Datacenter va phonq
nguon Trinh tranq thiet bi ( den canh bao, ...).

Kiem Tra Camera phonq
Nguon di$n thiet b].

6 Server Data synchronization Camera and PC.

Nguon di$n thiet bi
7 Kiem tra h$ th6ng cat lee set.

Tinh tranq thiet b]

Kiem tra h$ th6ng cat lee set dU'ang nguon

Kiem tra h$ th6ng cat lee set Ian truyen rnanq

Nguon di$n server, client.

8 Kiem Tra Camera oCr li$u hinh anh

Kiem Tra Modem - Draytek sCfdl,mg cho
Camera

Kiem tra may chu Camera

Kiem tra d~u DVR Camera

Check Physiscal Device :Power,Slot
Interface,etc ...

Call to Internal (Local,AII Other Site)
9 Kiem Tra tOng dai di$n tho~i Call to External

Check Connection Status (Voil I_F1
Kiem tra may tinh wac va PC-Management

Kiem tra cac Access Switch t~ng

Kiem tra m~ng noi bO
Kiem tra ket n6i ve Server Farm

10 Kiem tra ket n6i ve DMZ

Kiem tra ket n6i ve Core Switch

32



I K~t Qua
stt Danb M,_,cKi~m Tra Hang muc kiem tra Ghi chu

Dat (Pass) K£) (Fail)
Ping <IP public address> kiem tra connection

11 Kiem tra rnanq WAN
Ping <Domain name> Kiem tra DNS

Tracert <IP address> Kiem tra routing

Kiem tra ket n6i MPLS

12 Kiem tra rnanq Internet
Kiem tra ket n6i Internet Lease Line Viettel,
VDC, VNPT, CMC

Kiem Tra VPN Site to Site, Client to Site

13
Kiem tra ket n6i rnanq Kiem tra cac AP tang
khOng day Wireless Kiem tra controller

Killm tra ket n6i ve Radius Server

Killm tra Access Switch tang

Kiem tra Trunking ve Core

Check Physiscal Device:

Kiem Tra Access Switch Led,Power, Interface,etc ..
14 2960 Login SW2960G

Check Connection Status

Check IOS,NVRAM,Startup config,Running
Config,etc ..

Nguon di$n thiet bi

15 Core Switch - 01 Tinh tranq thiet b].

Kiem tra performance, Traffic, vss

Nguon di$n thiet b]

16 Core Switch - 02 Tinh tranq thiet bi.

Kiem tra performance, Traffic, vss

Nguon di$n thiet bi

17
Paloalto PA-3220 - Tinh tranq thiet bi.
Internal FW

Kiem tra performance, Traffic, Rule, ..

Nguon di$n thiet b]

Watchguard 400 - Tinh tranq thiet b].
18 Internal FW Killm tra performance, Traffic, Rule, Nat, ..

Kiem tra ket n6i Internet to Draytek
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